
CHILDREN'S BOOKFEST 

DATA PROTECTION POLICY 

1. INTRODUCTION 
1.1 Children's Bookfest (CBF) collects and uses certain types of personal informa<on about staff, 
volunteers, clients and other individuals who come into contact with CBF. CBF may be required by 
law to collect and use certain types of informa<on to comply with statutory obliga<ons related to 
employment and this policy is intended to ensure that personal informa<on is dealt with properly 
and securely in accordance with the General Data Protec<on Regula<on and other related 
legisla<on.  
1.2 The GDPR applies to all computerised data and manual files if they come within the defini<on of 
a filing system. 

2. PERSONAL DATA 
2.1 ‘Personal data’ is informa<on that iden<fies an individual. A sub-set of personal data is known as 
‘personal sensi<ve data’. This special category data is informa<on that relates to a person’s:  
  2.1.1. race or ethnic origin; 
  2.1.2. poli<cal opinions; 
  2.1.3. religious or philosophical beliefs; 
  2.1.4. trade union membership 
  2.1.5. physical or mental health; 
  2.1.6. an individual’s sex life or sexual orienta<on; 
  2.1.7. gene<c or biometric data for the purpose of uniquely iden<fying a natural person 
2.2 Personal sensi<ve data is given special protec<on, and addi<onal safeguards apply if this 
informa<on is to be collected and used. 
2.3 CBF does not intend to seek or hold sensi<ve personal data about staff, trustees or clients except 
where it has been no<fied of the informa<on, or it comes to light via legi<mate means (eg a 
grievance) or needs to be sought and held in compliance with a legal obliga<on or as a maWer of 
good prac<ce. 

3. THE DATA PROTECTION PRINCIPLES 
3.1 Ar<cle 5 of the GDPR sets out six data protec<on principles which must be followed at all <mes: 
 3.1.1. personal data shall be processed fairly, lawfully and in a transparent    
manner; 

3.1.2. personal data shall be collected for specific, explicit, and legi<mate purposes, and shall 
not be further processed in a manner incompa<ble with those purposes; 
3.1.3. personal data shall be adequate, relevant and limited to what is necessary for the 
purpose(s) for which it is being processed; 

 3.1.4. personal data shall be accurate and, where necessary, kept up to date;   
3.1.5. personal data processed for any purpose(s) shall not be kept for longer    
than is necessary for the purpose / those purposes; 

3.1.6. personal data shall be processed in such a way that ensures appropriate security of the 
data, including protec<on against unauthorised or unlawful processing and against 
accidental loss, destruc<on, or damage, using appropriate technical or organisa<onal 
measures. 

3.2 In addi<on to this, CBF is commiWed to ensuring that at all <mes, anyone dealing with personal 
data shall be mindful of the individual’s rights under the law (as explained in more detail in 
paragraphs 7 and 8 below). 
 3.3 CBF is commiWed to complying with the principles in 3.1 at all <mes. 
This means that we will: 

3.3.1. inform individuals as to the purpose of collec<ng any informa<on from them, as and 
when we ask for it and will iden<fy who we will share the informa<on with and how long we 
intend to retain the informa<on; 

 3.3.2. be responsible for checking the quality and accuracy of the informa<on; 
3.3.3. regularly review the records held to ensure that informa<on is not held longer than is 
necessary, and that it has been held in accordance with the data reten<on policy; 



3.3.4. ensure that when informa<on is authorised for disposal it is done in accordance with 
our disposals policy; 
3.3.5. ensure appropriate security measures to safeguard personal informa<on whether it is 
held in paper files or on our computer system, and follow the relevant security policy 
requirements at all <mes; 
3.3.6. share personal informa<on with others only when it is necessary and legally 
appropriate to do so; 
3.3.7. set out clear procedures for responding to requests for access to personal informa<on 
known as subject access requests; 

 3.3.8. report any breaches of the GDPR 

4. CONDITIONS FOR PROCESSING 
4.1 The individual has given consent that is specific to the par<cular type of processing ac<vity. 
4.2 The processing is necessary for the performance of a contract, to which the individual is a party, 
or is necessary for the purpose of taking steps with regards to entering into a contract with the 
individual, at their request. 
4.3 The processing is necessary for the performance of a legal obliga<on to which we are subject. 
4.4 The processing is necessary to protect the vital interests of the individual or another. 

5. USE OF PERSONAL DATA BY CBF 
5.1 CBF collects and uses certain types of personal informa<on about staff, volunteers, clients and 
other individuals who come into contact with CBF. In each case, the personal data must be treated in 
accordance with the data protec<on principles as outlined in paragraph 3.1 above. 
5.2 Any wish to limit or object to use of personal data should be no<fied to CBF in wri<ng. If, in the 
view of CBF, the objec<on cannot be maintained, the individual will be given wriWen reasons, why 
CBF cannot comply with their request. 

Staff, clients and volunteers 
5.3 The personal data held about staff, clients and volunteers will include contact details, 
employment history, informa<on rela<ng to career progression, informa<on rela<ng to DBS checks 
and photographs. 
5.4 The data is used to comply with legal obliga<ons placed on CBF in rela<on to employment. We 
may pass informa<on to other regulatory authori<es where appropriate. Personal data will also be 
used when giving references. 
5.5 It should be noted that informa<on about disciplinary ac<on may be kept for longer than the 
dura<on of the sanc<on. Although treated as “spent” once the period of the sanc<on has expired, 
the details of the incident may need to be kept for a longer period. 

Other individuals 
5.6 CBF may hold personal informa<on in rela<on to other individuals who have contact with CBF, 
such as volunteers and guests. Such informa<on shall be held only in accordance with the data 
protec<on principles and shall not be kept longer than necessary. 

6. SECURITY OF PERSONAL DATA 
6.1 CBF will take reasonable steps to ensure that members of staff and volunteers will only have 
access to personal data where it is necessary for them to carry out their du<es. All staff will be made 
aware of this Policy and their du<es under GDPR. CBF will take all reasonable steps to ensure that all 
personal informa<on is held securely and is not accessible to unauthorised persons. 

7.  DISCLOSURE OF PERSONAL DATA TO THIRD PARTIES 
7.1 The following list includes the most usual reasons that CBF will authorise disclosure of personal 
data to a third party: 
  7.1.1. to give a confiden<al reference rela<ng to a current or former employee; 
  7.1.2. for the preven<on or detec<on of crime; 
  7.1.3. for the assessment of any tax or duty; 

7.1.4. where it is necessary to exercise a right or obliga<on conferred or imposed by law 
upon the Council (other than an obliga<on imposed by contract); 



7.1.5. for the purpose of, or in connec<on with, legal proceedings (including prospec<ve 
legal proceedings); 

  7.1.6. for the purpose of obtaining legal advice; 
7.2. CBF may receive requests from third par<es to disclose personal data it holds about staff or 
other individuals. This informa<on will not generally be disclosed unless one of the specific 
exemp<ons under data protec<on legisla<on which allow disclosure applies; or where necessary for 
the legi<mate interests of the individual concerned or CBF. 
7.3 All requests for the disclosure of personal data must be sent to CBF, who will review and decide 
whether to make the disclosure, ensuring that reasonable steps are taken to verify the iden<ty of 
that third party before making any disclosure. 

8. SUBJECT ACCESS REQUESTS 
8.1 Anybody who makes a request to see any personal informa<on held about them by CBF is making 
a subject access request. All informa<on rela<ng to the individual, including that held in electronic or 
manual files should be considered for disclosure. 
8.2 A subject access request must be made in wri<ng. CBF may ask for any further 
informa<on reasonably required to locate the informa<on. 
8.3 All requests will be handled in line with the Subject Access procedural note. 

9. OTHER RIGHTS OF INDIVIDUALS 
Right to restrict processing 
9.1 An individual has the right to object to the processing of their personal data and to block or 
suppress the processing. 
9.2 Where such an objec<on is made, it must be sent to CBF who will assess whether there are 
compelling legi<mate grounds to con<nue processing which override the interests, rights and 
freedoms of the individuals, or whether the informa<on is required for the establishment, exercise 
or defence of legal proceedings. 
9.3 CBF shall be responsible for no<fying the individual of the outcome of their assessment within 20 
working days of receipt of the objec<on. 
Right to rec<fica<on 
9.4 An individual has the right to request the rec<fica<on of inaccurate data or incomplete data 
without undue delay. Where any request for rec<fica<on is received, it should be sent to CBF and 
where adequate proof of inaccuracy is given, the data shall be amended as soon as reasonably 
prac<cable, and the individual no<fied within 20 days. 
9.5 Where there is a dispute as to the accuracy of the data, the request and reasons for refusal shall 
be noted alongside the data and communicated to the individual. The individual shall be given 
details of how to appeal to the Informa<on Commissioner. 
9.6 An individual has a right to have incomplete informa<on completed by providing the missing 
data, and any informa<on submiWed in this way shall be updated without undue delay. 
Right to erasure 
9.7 Individuals have a right, in certain circumstances, to have data permanently erased without 
undue delay. This right arises in the following circumstances: 

9.7.1. where the personal data is no longer necessary for the purpose or purposes for which 
it was collected and processed; 

  9.7.2. where consent is withdrawn and there is no other legal basis for the processing; 
9.7.3. where an objec<on has been raised under the right to object, and there is no 
overriding legi<mate interest for con<nuing the processing; 
9.7.4. where personal data is being unlawfully processed (usually where one of the 
condi<ons for processing cannot be met); 

  9.7.5. where the data has to be erased in order to comply with a legal obliga<on 
9.8 CBF will make a decision regarding any applica<on for erasure of personal data, and will balance 
the request against the exemp<ons provided for in the law. Where a decision is made to erase the 
data, and this data has been passed to other data controllers, and / or has been made public, 
reasonable aWempts to inform those controllers of the request shall be made. 
Right to object 
9.9 An individual has the right to object to: 

9.9.1. processing based upon legi<mate interests or the performance of a task in the public 
interest / exercise of official authority (including profiling); 



  9.9.2. direct marke<ng (including profiling); 
  9.9.3. processing for purposes of scien<fic / historical research and sta<s<cs 
9.10 Where such an objec<on is made, it must be sent to CBF who will assess 
whether there are compelling legi<mate grounds to con<nue processing which override the 
interests, rights and freedoms of the individuals, or whether the informa<on is required for the 
establishment, exercise or defence of legal proceedings. 
Right to portability 
9.11 If an individual wants to send their personal data to another organisa<on they have a right to 
request that CBF provides their informa<on in a structured, commonly used, and machine readable 
format. This right is limited to situa<ons where CBF is processing the informa<on on the basis of 
consent or performance of a contract. If a request for this is made, it should be forwarded to CBF. 

10. ZOOM VIDEO CONFERENCING 
10.1 Using the Zoom video conferencing app can put your privacy at risk. It is ok to Zoom but you 
need to take responsibility for ensuring that you have secured the sessions. The Zoom privacy policy 
includes the right to collect data, store it and share it with third par<es such as adver<sers. This does 
not just include your name, loca<on and usage informa<on, but also “the content contained in cloud 
recordings and instant messages, files (and) whiteboards…….shared while using the service.” 
10.2 The following ac<ons should be taken to ensure security: 
 10.2.1 a public mee<ng link is public, so don’t share it with anyone you do not trust; 

10.2.2 same goes for your personal mee<ng ID. This is essen<ally a personal phone number 
that people can “drop in” on at any <me. Set up a password for par<cipants to verify their 
entry before entering; 

10.3 When you are in the mee<ng before entering: 
10.3.1 manage screen sharing by ensuring you are the person in control of the mee<ng. To 
do this, click on “Who Can Share” and confirm that “Host” is the only buWon clicked; 
10.3.2 manage par<cipants by ensuring only signed-in par<cipants can join the call. This way 
you know who people are if they are behaving badly; 
10.3.3 set two-factor authen<ca<on, remove unwanted or disrup<ve par<cipants, disable 
video for par<cipants and disable private chat; 
10.3.4 say something if you see something. You can report unwanted ac<vity, harassment 
and cyberaWacks to Zoom directly. 

11. BREACH OF ANY REQUIREMENT OF THE GDPR 
11.1 Any and all breaches of the GDPR, including a breach of any of the data protec<on principles 
shall be reported as soon as it is discovered, to CBF. 
 Once no<fied, CBF shall assess: 
 11.1.1. the extent of the breach; 
  11.1.2. the risks to the data subjects as a consequence of the breach; 
  11.1.3. any security measures in place that will protect the informa<on; 
  11.1.4 any measures that can be taken immediately to mi<gate the risk to the individuals. 
11.2 Unless CBF concludes that there is unlikely to be any risk to individuals from the breach, it must 
be no<fied to the Informa<on Commissioner’s Office within 72 hours of the breach having come to 
the aWen<on of the Charity. 
11.3 The Informa<on Commissioner shall be told: 

11.3.1. details of the breach, including the volume of data at risk, and the number and 
categories of data subjects; 

  11.3.2. the contact point for any enquiries; 
  11.3.3. the likely consequences of the breach; 
  11.3.4. the measures proposed or already taken to address the breach 
11.4 If the breach is likely to result in a risk to the affected individuals then CBF shall no<fy data 
subjects of the breach without undue delay unless the data would be unintelligible to those not 
authorised to access it, or measures have been taken to mi<gate any risk to the affected individuals. 
11.5 Data subjects shall be told: 
  11.5.1. the nature of the breach; 
  11.5.2. who to contact with any ques<ons; 
  11.5.3. measures taken to mi<gate any risks 



11.6 CBF shall then be responsible for ins<ga<ng an inves<ga<on into the breach, including how it 
happened, and whether it could have been prevented. Any recommenda<ons for further training or 
a change in procedure shall be reviewed by CBF and a decision made about implementa<on of those 
recommenda<ons. 

CBF reserves the right to make alteraSons to this policy from Sme to Sme. 

Approved and adopted by the trustees of Children’s Bookfest 
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